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Abstract- Security has become one of the key features of data transmission on large database . RDBMS are used for 
storage purposes but with applications generating enormous amount of data, RDBMS is no longer efficient because 
RDBMS doesn’t support quick data access and computations as it do not support processing of data in distributed 
manner. NoSQL databases are nowadays popular in handling the unstructured data that are available as open 
source databases such as MongoDB, Cassandra, etc. This paper make a detailed study on the encryption techniques 
of NoSQL databases especially MongoDB which becomes popular in data management. Since encryption features 
are not applied on handling the data in MongoDB, In this paper, security for users data is provided by using 
additive homomorphic asymmetric cryptosystem which encrypts the users data in MongoDB(CryptMDB) and 
achieve strong user’s data privacy protection. This also supports the database operations over the encrypted data. 
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I. INTRODUCTION 
 

Existing mainstream databases adopted by enterprises and individuals are relational databases, such as MySQL, 
Oracle, DB2, etc, in which data are stored as a item of tables and participated various Sql requests. But, RDBMS are 
not suitable for Bigdata storage purposes because of the following reasons: NoSQL data stores are emerging non 
relational databases committed to provide high scalability for database operations over several servers. These 
platforms are getting increasing attention by companies and organizations for the ease and efficiency of handling 
high volumes of heterogeneous and even unstructured data. Although NoSQL data stores can handle high volumes 
of personal and sensitive information, up to now the majority of these systems provide poor privacy and security 
protection. Initial research contributions started studying these issues, but they have mainly targeted on security 
aspects. To the best of our knowledge, we are not aware of any work targeting privacy-aware access control for 
NoSQL systems, but we believe that privacy policies can also be enforced in NoSQL database systems similar to 
what has been proposed for Relational Database Management Systems. With this work, we begin to solve this issue, 
by proposing an approach using purpose-based access control capabilities into MongoDB one of the most popular 
NoSQL data store. 
 
 
 
 

However, different from relational databases, where all existent systems refer to the same data model and query 
language, NoSQL data stores operate with various languages and data models. This variety makes the definition of a 
general approach to have privacy-aware access control into NoSQL data stores a very important goal.it is believed 
that a stepwise approach is necessary to define such a general solutions. As such, here, focus is on: 1) a single data 
store, and 2) selected rules for privacy policies. 
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The problem is approached by focusing on MongoDB, which, according to the DB-Engines Ranking, 2 ranks, by far, 
as the most popular NoSQL data store. MongoDB uses a document-oriented data model. Data are modelled as 
documents, namely records, possibly images collections that are stored into a database. NoSql over the RDBMS: 
1.Schema Less: NoSQL databases being schema-less do not define any strict data structure. 2. Dynamic and Agile: 
NoSQL databases have good tendency to grow dynamically with changing requirements. It can handle structured, 
semi-structured and unstructured data. 3. Scales Horizontally: In contrast to SQL databases which scale vertically, 
NoSQL scales horizontally by adding more servers and using concepts of sharding and replication This behaviour of 
NoSQL fits with the cloud computing services such as Amazon Web Services (AWS) which allows you to handle 
virtual servers which can be expanded horizontally on demand. 
 

4. Better Performance: All the NoSQL databases claim to deliver  better  and  faster  performance  as  compared  to 
traditional  RDBMS  implementations.[3]  In spite  of  these advantages, existing MongoDB products fail to consider 
a crucial  and  practical  issue  in  databases,  i.e.,  privacy protection. It is well-known  that data is  stored  which  is 
deprived  of  any  safety  measures  on  commonly  used databases,  which  is  susceptible  to  attackers  who  are 
interested in users’ sensitive information if adversaries can  Compromise  databases  to  steal  private  data.  
Besides, MongoDB server is suspected as honest but curious, which may malicious peep data stored in databases 
due to it has the full access permission.      

Therefore,  it  is  crucial  to  propose  a  privacy-preserving approach  which  can be  ensure confidentiality  of  
users’ information on MongoDB [4]. In the last few years, several encryption   schemes have been   applied in 
relational databases. Raluca[5]  et  al.  design  a  CryptDB  system  in MySQL,  which  uses  an  onion  encryption  
structure  to support    99.5%    operations    over    encrypted    data. Desh mukh[6] et al. propose a transparent 
data encryption scheme to provide high levels of security for columns, table and  tablespace  in  Microsoft  SQL  
Server  2008.  Then Raluca[7] et al. present an ideal-security protocol for order- preserving encoding over  
relational databases, which only can  provide ideal  security but also demonstrate higher performance comparing 
with previous preserving approach.  However, few specific encryption tools which have been applied in non-
relational databases. In this paper, we propose a practical encrypted MongoDB, which can guarantee strong privacy 
protection and high performance in non-relational databases.  In specific, the contributions of this paper can be 
summarized as follows: 
 

1. We leverage an additive homomorphism asymmetric cryptosystem to design an encrypted MongoDB, which can 
achieve additive operations encrypted data.     

2. Security analysis shows that the proposed system can achieve strong privacy protection of information stored 
in databases. Besides, extensive experiments indicate that the proposed system is better than existing relational 
database (such as MySQL) in terms of data access and calculating. 

 

II. PRELIMINARIES 
 

In this section, we will introduce the architecture of the proposed system and analyse threats of the system. 
Besides, encrypted tool also will be brought in this part, which will be served as the basic of our proposed scheme. 
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Architecture A. System Architecture: 
As shown in Fig.1, CryptMDB mainly contains three parts: User’s computers, CryptMDB proxy server and MongoDB 
Server. Firstly, data provided by users will be encrypted by encryption tools and stored in MongoDB, when users 
want to query the contents of database; they should send some specific MongoDB query languages (Mql) to 
CryptMDB proxy server. Then these Mql queries will be rewritten by pre-set encrypted tools and sent to the 
MongoDB server. Next,  the  MongoDB  server  executes  Mql  to  match corresponding  ciphertexts  which  will  be  
delivered  to CryptMDB proxy server. Finally, the proxy server decrypts these ciphertexts and sends them to 
authorised users. We  can see that in CryptMDB where MongoDB server executes Mql queries and return 
corresponding ciphertexts to users, it cannot  gain  access  to the  sensitive  data  of users,  which Ensures that 
user’s private information cannot be leaked to any  part in  whole  CryptMDB architecture, CryptMDB, different 
users have their own disparate key to Encrypt personal  information. Therefore, attackers full control the 
CryptMDB, they cannot get private data whose owner are not log in the CryptMDB systems. In this  paper,  although 
CryptMDB  can confidentiality, it does not guarantee the data completeness, 
 
 

B. Threat 1: MongoDB Compromise: 
Shown in Fig.1, in CryptMDB, we assume that the MongoDB server is honest but curious. On the one hand,it will 
strictly execute Mql queries provided by proxy server, on the other side, it may try to infer the contents of user’s 
data and learn the relationship among user’s information. Besides, proxy server is supposed to trustworthy in 
CryptMDB. Therefore, this threat mainly includes MongoDB software compromise, access to the databases, and 
access to the RAM of MongoDB machines. With the development of big data and lack private protection awareness 
in database areas, this threat turns more and more dangerous when tens of thousands data are stored in various 
databases. In this paper, we resist this threat by MongoDB server to execute Mql queries over encrypted data, in 
CryptMDB, all data will be encrypted by proxy server firstly, then these ciphertexts of each user will be stored in 
MongoDB. MongoDB server only to match corresponding ciphertexts when it receives the queried requests from 
proxy server. So it never gains access to plaintexts of data. Therefore, MongoDB server cannot get private data of 
users. 
 

C. Threat 2: Arbitrary Threats: 
In this section, we describe the arbitrary threats, which mean that CryptMDB proxy server and MongoDB server 
have been compromised by attackers. In this case, attackers can get access to the databases and utilize the keys to 
encrypt or decrypt user’s data arbitrarily. Compared with the threat 1, the hazard of threat 2 is more deadly and 
dangerous. To prevent user’s data from being leaked to malicious attackers, we adopt different keys to encrypt data 
for each user. Besides, developers pre-annotate the database schemas to determine which key will be used for each 
data set, and these keys only be activated by corresponding users who are logging in the MongoDB. Thus, even 
attackers entire control the proxy and MongoDB server, they just decrypts the data of current users (who are 
logging in MongoDB), other user’s private data do not reveal to attackers. 
 

D. Cryptographic Tool: 
In this paper, an additive homomorphic asymmetric cryptosystem is adopted. In the CryptMDB, we utilize a 
common encrypted tool proposed by Paillier et al. [8] which can achieve additive operations over encrypted data. 
Pailier Algorithm: 
 

Key generation: 
1. Choose two large primes p and q randomly and independently of each other such that gcd (pq,(p-1)(q-1))=1. 

This property is assured ifboth primes are of equal length. 
2. Compute n=pq and λ=lcm(p-1,q-1). 
3. Select random variable g such that gϵZn2* 
4. Ensure n divides the order of g checking the existence following modular multiplicative inverse: µ=(L(g λ mod 

n 2 )-1 mod n, where L function is defined as: L(x)= 
5. The public (encryption) key is (n,g) 
6. The private (decryption) key is (λ,µ) 
Encryption: 
1. Let m be the message to be encrypted 0≤m≤n 
2. Select random number r, 0≤r≤n 
3. Compute ciphertext as: c=gm.rnmod n2 
Decryption: 
1. Let be the ciphertext to decrypt, where: cϵZn2* 
2. Compute The plain text message  as: m=L(cλ mod n2).µ mod n 
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Homo morphic properties: 
A notable feature of the  Paillier  cryptosystem  is its homomorphic properties along withits non deterministic 
encryption. As the encryption function is additively homomorphic, the following identities can be described: 
 

Homomorphic addition of plaintexts:  
The product of twociphertexts will decrypt to the sum of their corresponding plaintexts D(E(m1,r1). E(m2,r2) mod 
n2)= m1 +m2mod n The product of a ciphertext with a plaintext raising g will decrypt to the sum of the 
corresponding plaintexts, D(E(m1,r1) . gm2 mod n2 )= m1 + m2 mod n 
 

Homomorphic multiplication of plaintexts: 
An encrypted plaintext raised to the power of another plaintext will decrypt to the product of the two plaintexts, 
D(E(m1,r1)m2 mod n2 )= m1 m2 mod n D(E(m2,r2)m1 mod n2 )= m1 m2 mod n 
 

III. DESIGN OF CRYPTMDB 
 

In this section, we will introduce the details of CryptMDB. Before executing Mql queries, we create an encrypted 
user’s document in MongoDB as follows: 
> post = {‖Epk(name)‖ : ‖Epk(Harsha)‖, 
...‖Epk(age)‖ : Epk(23), 
...‖Epk(sex)‖ : ‖Epk(male)‖, 
...‖Epk(Location)‖ : ‖Epk(Bengaluru)‖, } 
> db.users.insert(post) 
Since, pailier Algorithm works on numbers, we convert each key and value into number format. After pailier 
algorithm is applied on those numbers. 
Here, 
Name(key) is converted to 1851878757. 
Shruthi(value) is converted to 79583369193569. 
Similarly, all other key and value pair converted to number format as shown above. 
For the convenience of description, there we use Epk(mi) to denote the ciphertext of mi. According to the 
encrypted tool mentioned above, a cipheretext document is created and sent to MongoDB server by proxy server as 
follows: 
{ "_id" : ObjectId("5ace6cd1b1ea970474a64577"),  
where the id is a identifier of each document assigned by MongoDB automatically. Because the key lengths we 
adopt are 512 bits, so the lengths of ciphertexts are fairly long.. A. Insert Document: As mentioned above, user’s 
data will be encrypted by proxy server before executing Mql queries. If we need to add some new information in 
MongoDB, such as insert a ‖favorite book‖ to user’s document, user’s computers firstly send a insert Mql request 
to proxy server as follows: 
>db.users.update({‖id‖:ObjectId(‖5ace6cd1b1ea970474a64 
577‖)}, 
...{‖$set‖ : { ‖favorite book‖ : ‖Wings of Fire‖}}) 
Then this Mql request will be rewritten by proxy server as follows: 
>db.users.update({‖id‖:ObjectId(‖5ace6cd1b1ea970474a64 
577‖)}, 
...{‖$set‖ : {Epk(‖favorite book‖) : Epk(‖Wings of Fire‖)} 
Next, proxy server delivers the rewritten Mql request to MongoDB server. Finally, MongoDB server queries over 
encrypted data and insert Epk ( f avorite book ) information to corresponding user’s document. 
 
B. Query Document: 
Similarly, in CryptMDB, if users want to query some document information encrypted in MongoDB, users should 
send a Mql query to MongoDB proxy server firstly, then this Mql query will be rewritten and sent to MongoDB. For 
example, f avorite book information have been inserted in user’s document above, we can use a Mql query to check 
whether this information has been stored in MongoDB. Firstly, user sends a Mql query to proxy server as follows: 
> db.users.find({‖name‖:‖Shruthi‖, ‖age‖ : 23}) 
Then this Mql query will be rewritten as follows:  
>db.users.find({‖178803‖:‖163976‖,‖161701‖:163976}) 
We can see that all the Mql queries of plaintexts are encrypted by proxy server, then these Mql requests are sent to 
MongoDB server, which only to execute the Mql query of ciphertexts over encrypted data, and return 
corresponding results to proxy server as follows: 
{‖ id‖:ObjectId(‖5ace6cd1b1ea970474a64577‖), 
‖178803‖:‖223811‖, 
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‖161701‖:163976 , 
‖790001‖:‖260543‖, 
‖368250‖:‖256602‖, 
‖254881‖:‖209542‖,} 
Here ‖ 254881‖: ‖ 209542‖ denotes the ciphertexts of ‖favorite book‖:‖ Wings of Fire‖. Finally, the proxy server 
decrypts the ciphertexts and returns the plaintexts to authorised users. 
C. Update Document: 
In CryptMDB, all Mql requests are encrypted by the proxy server, to the users, they execute Mql queries over 
CryptMDB without difference compared with unmodified MongoDB. So, as a user, if he want to modify some 
information which have been stored in CryptMDB( such as the ages of Harsha), a normal Mql request will be sent to 
the proxy server: 
> db.users.update({‖name‖:‖Harsha‖} 
...{‖$set‖ : {‖age‖ : 25}}) 
Then this request is encrypted by the proxy server as follows: 
> db.users.update({‖178803‖:‖223811‖} 
...{‖$set‖ : {‖161701‖ : 209795}}) 
where 161701denotes the ciphertexts of ages. Next, the proxy server sends the Mql request to MongoDB server 
which executes the ciphertext orders. Finally, the ages of Harsha will be changed. 
D. Remove Document: 
Data stored in CryptMDB may be outdated or inaccurate sometimes, in this case, we can utilize the Mql queries to 
delete these data. Similarly, as mentioned above, if Harsha want to delete his age information, he should send a Mql 
request to proxy server as follows: 
db.users.remove({‖age‖:23}) 
Then the proxy server rewrites the order as follows: 
> db.users.remove({‖161701‖:163976 }) 
E. Aggregation Operation: 
In this paper, we adopt an additive homomorphic asymmetric cryptosystem which can achieve additive operations 
over encrypted data, such summation, average, count, etc. For example, we create several user’s documents in 
CryptMDB, utilizing aggregate orders provided by MongoDB to add the ages of all users. Similarly, users send Mql 
requests to the proxy server as follows: 
> db.users.aggregate([{$group : { id : ‖sex‖, num_total 
: {$sum : $age}}}]) 
Then this Mql request will be rewritten by the proxy server as follows: 
> db.users.aggregate([{$group : { id : ‖790001‖, num_total: 
{$sum : $161701}}}]) 
This is going to return the appropriate results and the reason of additive encrypted tool we adopt, we can utilize 
the aggregate order installed in MongoDB to execute average, count, and many other aggregate operations. 

 
IV. SECURITY ANALYSIS 

A. Confidentiality of Users’ Data: 
As mentioned before, there has two security threats in CryptMDB. For the threat 1, the MongoDB server is 
supposed to honest but curious, which can utilize the computing power to infer the user’s information when it 
executes the Mql queries. But in CryptMDB, all data are encrypted by the proxy server before storing in MongoDB, 
besides, user’s Mql requests also are encrypted before sending to MongoDB server. Therefore, the tasks of 
MongoDB server are to execute the encrypted Mql queries over encrypted data, and returns the matching 
ciphertexts to corresponding users, which cannot deduce any information of plaintexts. Thus, the confidentiality of 
user’s data can be protected well in CryptMDB. 
 
B. Resist Arbitrary Threat 
For the threat 2, when the MongoDB server and proxy server are compromised by attackers, they can use the proxy 
server to encrypt ciphertexts returned by MongoDB server and get the plaintexts. For this case, we adopt different 
keys to encrypt each user’s information in CryptMDB. In this way, user’s keys only be activated by user logged in 
MongoDB at that time. Thus, although the proxy server and MongoDB server have been compromised by attackers, 
they only can steal the information from current users, and other user’s data (which are not logging in MongoDB) 
do not reveal to any attacker. 
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V. PERFORMANCE EVALUATION 

In this section, we will evaluate the performance of CryptMDB by comparing with MySQL in terms of insert, query, 
update, remove, and aggregation operations. For the authority of experiment, the same encryption tool is used in 
MySQL. Besides, all the experimental procedures are performed on an Intel Core i5 3.2GHZ system. 
 

 
Fig. 2: Total running times. (a) For the different number of inserted data. (b) For the different number of queried 

data. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3: Running time. (a) For the different number of updated data. (b) For the different number of removed data. 
(c) For the different number of data need to summation. 

A. Insert Operations 
As shown in Fig. 2.(a), we can see that the MySQL and CryptMDB are inserted users’ records from 10000 to 100000 
respectively. The results shows that CryptMDB has higher insertion speed compared with MySQL. For example, 
when the number of inserted data reaches 100000, the CryptMDB only takes 21.513s to complete inserted 
operations while MySQL needs 111.025 to finish the same operations. 
B. Query Operations 
Similarly, Fig. 2.(b) shows that the running times with different number of queried data, from the picture it is 
obvious that the CryptMDB has stronger queried ability compared with MySQL. For example, when the number of 
queried data reach 100000, the total running times of MySQL rapidly up to 27.884s but CryptMDB only takes 
0.064s. 
C. Update Operations 
As shown in Fig. 3.(a), with the increase of user’s data, it is  easy to find that the running time of two databases both 
are increased quickly. But compared with MySQL, we can see that the updated performance of CryptMDB is better 
than MySQL, one of the major reasons is that the strong ability of CryptMDB to achieve large scale data access and 
calculating. Thus, it can conduct updated operations by combing other servers to improve the execution speed. For 
example, when the number of updated data reaches 100000, MySQL need 133.821s to execute all the sql requests 
but CryptMDB only takes 22.513s to achieve the same tasks. 
D. Remove Operations 
Similarly We also Analyze The Removed Performance of The CryptMB by comparing with MYSQL in same 
Experimental environmental as  shown in  fig  3(b), we Remove  users  data from 10000 to 100000 orderly, it  is 
Not   difficult  to  find   that  CryptMDB  has  the  higher Performance  to remove the users information, especially  
When  user  data are huge. 
E. Aggregation Operations 
Because an additive homomorphic asymmetric Cryptosystem is adopted in this paper, we  evaluate the 
Aggregation ability of two databases. As mentioned before, although all  the user’s data  are stored in  database  in 
the form of  ciphertexts, we also can  execute  some aggregation operations  such as  summation,  average, count,  
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etc. In this section, we take the  summation  as a  example. Fig.  3.(c) shows  that  the running times with different 
number of data need to summation, because the strong ability of distributed data processing, it is undoubted  that 
the CryptMDB has lower  running  time  to achieve  same operations compared with  MySQL. 
 

VI. CONCLUSION AND FUTURE WORK 
 

In this paper, we propose a practical encrypted MongoDB (i.e., CryptMDB) to achieve the privacy protection of 
user’s Data stored in database. The key idea of the CryptMDB is utilizing an additive homomorphism asymmetric 
cryptosystem to encrypt user’s data. Security analysis demonstrates that the cryptMDB can achieve strong privacy 
protection for user’s data and prevent adversaries from illegally gaining access to the database. Future works 
include:  
1. Incorporate all    the    dynamic   operations   supports By   mongo DB into our portal.  
2.  Integrate   our   portal    with cloud service   providers. 
3.  Restoration   techniques   to   get back   the   encrypted   
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