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ABSTRACT
To safeguard the data communication in Cluster-Wireless-Sensor-Networks (CWSNs),
efficient key management is a complex task. In order to provide better efficiency of CWSN,
clustering approach is used. Generally, a Wireless-Sensor-Network (WSN) contains
enormous collection of sensor nodes, having different hardware configurations. Due to
resource limitation of sensor node such as limited battery power and storage space, complex
security algorithms are not endorsed to ensure energy efficiency. To provide secure
communication in WSN, authors introduced several security protocols such as LEACH, SecLEACH, GS-LEACH and R-LEACH, which were not efficient in achieving energy
efficiency due to high computation overhead and communication overhead. To resolve the
problems of orphan node, key escrow and to provide secure communication, this paper
proposes two different approaches Identity-Based-Digital-Signature (IBDS) and EnhancedIdentity-Based-Digital-Signature (EIBDS) for online and offline signing. IBDS and EIBDS
schemes are based on digital signature approach which reduces computation and
communication overhead compare to existing secure protocol LEACH, there by increases the
efficiency of sensor node. The simulation results of the proposed approaches have better
performance compare to existing approaches for CWSNs, in terms Energy Consumption,
throughput, Delay, Packet loss.
Keywords - Cluster-Wireless-Sensor-Networks (CWSNs), Identity-Based-Digital-Signature
(IBDS), Secure Data Transmission, LEACH, Energy Efficiency

I. INTRODUCTION
WSN includes spatially distributed collection of nodes in order to observe the
environmental situations such Hotness, Moisture, Sound, etc.., Each node in the network has
a responsibility of collecting the data locally and forwards the data nearby sensor nodes in the
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WSN [1]. Many routing protocols introduced by researchers are vulnerable to various
security threats [2]. Attacks in WSN may damage the CHs. WSN typically consists of
collection of sensor nodes, in which attacker can compromise the node to gain access as
Cluster Head (CH) and may further perform attacks such as sink hole and selective
forwarding on sensor nodes. This leads to interruption on entire network. Henceforth, it is
necessary to establish a secure key management approach and to provide the secure
transmission of data between the sensor nodes, avoiding the node compromising attacks [3].
Many authors have proposed different key management approaches for variety of network
architectures are shown in this study [4]. Requirements for Secure key establishment and
energy efficiency of WSNs are categorized in table I.
Table I. Requirement Types

SL

Type

of

No

Requireme Requirements

.

nt
Node Authentication
Security

1

requiremen
t

Message Integrity
Prevention of attacks on nodes
Controlling node replication
Removing Compromised node
Adding New Node
Network connectivity

Efficiency
2

requiremen
t

Determined size of network
Memory Requirement
Less Computation Overhead
Least overhead in
Communication

Owing to the resource limitation of sensor node, asymmetric cryptography based
algorithms such as RSA, Diffie Hellman (DH) and Elliptic Curve Cryptography (ECC) are
energy consuming for WSNs because of complex computation. An applications such as
military domains, sensor nodes are deployed randomly. So, Secure data transmission is very
much essential [5]. It is very crucial for WSNs to maximize the sensor node lifetime and to
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minimize consumption on energy [6]. Efficient Key distribution mechanism must be easy to
adopt for larger networks even after node deployment. Energy Efficiency involves
considering both storage overhead and communication overhead on sensor nodes. In key
connectivity process, same key can be shared between two or more nodes. To provide secure
and efficient data transmission in WSN, data has to be encrypted and authenticated. Because
of the limitation in wireless channels, adversaries may extract the information, modify it and
forward the modified information to receiver. To provide better functionality in WSN,
efficient key connectivity should be used [7].

II.

RELATED WORK

Various researchers proposed different approaches for secure data transmission in CWSN
to achieve network scalability, which maximizes the Senor Node life time and decreases the
bandwidth utilization among the sensor nodes. The CWSN architecture is shown in Figure 1.

Figure. 1: Cluster Wireless Sensor Networks

In CWSN, every cluster has CH that has set of nodes. A CH collects the data from leaf
nodes within its cluster and send the accumulated data to the BS. The Low-Energy-AdaptiveClustering-Hierarchy (LEACH) protocol [8] is popular and effective protocol to minimize
and stabilize the consumption of energy for CWSN. Further, to reduce the consumption of
energy, the LEACH protocol switches the CH randomly based on the energy level of sensor
node. LEACH achieves improvement in life time of the network.
To enhance security to LEACH like protocols is a tedious task since the clusters are
formed vigorously, arbitrarily and intermittently rearrange the clusters and data links.
Providing long lasting trustiness, common key management techniques are inefficient. Some
of the secure protocols based on LEACH are Sec-LEACH [9], GS-LEACH [10], and RLEACH [11]. These protocols use symmetric key management technique to achieve security.
The use of symmetric key management leads to orphan-node problem [12]. A node is said to
be orphan-node, if the node does not share a pairwise key to other nodes in its cluster. Orphan
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node reduces the chances of node to joining as CH. Further orphan-node, rises transmission
overhead and consumption of energy.
The authors Ren et al [13] suggested an outline for distribution of keys in order to provide
authentication for nodes with in a cluster and CH to sink node. An algorithm called Location
aware End-to-end Data Security (LEDS) is introduced, where based on the location of the
sensor nodes, key set is stored which is limited to its own geographical location. Each node
has a public key which is distributed to all malicious nodes without affecting end to end
security and to guarantee against DoS attacks. LEDS leads to extra energy consumption
because of additional storage of false detection report. An approach called Energy-efficient
Access control scheme Based on eLliptic curvE cryptography (ENABLE) is introduced by
Xuan Hung Le et al. [14] to overcome problems of mutual authentication, Denial of service
attacks and to enhance energy efficiency. Here, Elliptic Curve Diffie Hellman (ECDH) is
used for Key agreement between KDC and sensor nodes. Secret keys are updated frequently
to avoid attacks and are renewed frequently. The authors [15] have proposed a solution,
Efficient Monitoring Procedure In a REputation system (EMPIRE) for trust-aware routing,
which controls the regular monitoring activities on nodes. Monitoring efficiency is
determined by Nodal Monitoring Activity (NMA) in association with performance
parameters. In EMPIRE, each node changes the states (ON and OFF) between two NMAs. In
ON state Nodal Monitoring Activities validate the events like header validation, over hearing
packets and storing packets. In OFF state, no monitoring activities, only send, receive and
processing data. EMPIRE consumes more energy, because of increasing routing trust
awareness parameter (β). So, to guarantee less power consumption, optimum values of β
meets delivery ratio at low level of NMA.
Chia-Mu Yu et al. [16] presented ConstrAined Random Perturbation-based pairwise keY
establishment (CARPY) scheme and CARPY+ for WSNs. Both were based on noninteractive key establishment scheme that provides great resilience against the node
compromised attacks, designed for WSNs. CARPY scheme has two steps, the offline step,
before sensor node deployment to check desired key length, selection of parameters and
preinstalling keys to sensor node. In online step, Pair wise key is necessary to setup for each
pair of sensor nodes. In CARPY+, no communication is required to establish pairwise key,
key establishment procedure will not disrupt by routing layer attacks there by slightly reduces
overhead in communication. CARPY+ provides great resilience against node compromising
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and becomes first non-interactive key establishment scheme. The CARPY is not resilient
against attacks in network layer, Overhead in computation of CARPY+ is more than CARPY.
The authors [17] have presented end to end secure communication protocol based on
Differentiated Key Pre-distribution (DKP) in randomly deployed WSNs. The major aim here
is to generate the keys randomly and distribute to all sensor nodes in WSN to safeguard
against the adversaries. Keys are pre-distributed to all nodes in the network to enhance
resilience. The attack against the nodes which were having large pre-distributed keys might
lead to attack at high level. To avoid attack on nodes having more keys, camouflaging
technique is used. This approach leads to additional communication overhead, thereby
reduces the efficiency of WSN. Daojing He et al. [18] have proposed a DiCode protocol,
which has the ability to resist DoS attacks against network availability. DiCode has two
participants, proxy signer and an original signer. Original signer specifies the identity of the
proxy signer, range of messages to sign and expiration time. DiCode has low impact on delay
and also energy overhead remains similar to that of Selgue or Deluge.
Jokhio et al. [19] have presented a technique called SCADD, enhances the security in
WSN by providing an effective approach for solving the attacks against compromising the
node and attacking the node. SCADD comprises of two blocks Node Attack Detection
(NAD) and Defence Advocating Measure (DAM) to check whether node is attacked or not.
When attack severity is high, NAD activates DAM which erase all vital information in
VMAT, which may affect the network or overall performance of the network. SCADD
protocols incurs communication and processing overheads. Abdoulaye Diop et al [20] have
proposed ESKMS for hierarchical clustering networks to provide secure and efficient key
management technique. To limit the node compromising attack, ESKMS distributes secret
keys in its cluster and updates the pre-loaded keys often in order to avoid the node
compromising attack. Network keys are programmed into memory just before the
deployment and is valid for limited period. Pair-wise keys are used between two parties to
establish unique pair-wise keys. During initialization phase and formation of cluster, pairwise
keys are set dynamically. In EKMS, there is slightly more computation overhead and storage
overhead for storing network key, Encryption key, Pair-wise key, Key updation and
Reclustering.
Huanf Lu et al. [21] have proposed SET-IBS and SET-IBOOS, secure and efficient data
transmission techniques, where network clusters are formed vigorously and sporadically.
Security in SET-IBS in pairing domain relies on complexity of Diffie Hellman problem.
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Security in SET-IBOOS, depends on discrete logarithm problem. To minimize the
computational cost, storage cost and to provide authentication to message packets for
efficient communication, digital signatures are used. Security in SET-IBS depends on
Identity Based cryptography, where ID is based on public keys. So, to ensure efficient
communication and to conserve energy of sensor node, users obtains private keys without
auxiliary data transmission. SET-IBOOS is based on private key cryptography in order to
solve the orphan node problem. SET-IBS, SET-IBOOS protocols incurs faster energy
consumption due to the overhead in computation and communication. Karuna Babber et al.
[22] have proposed Energy Efficient Uniform-clustering Algorithm (EEUA) to form uniform
clusters, to select cluster heads and to provide secure transmission of data for energy
efficiency. To provide security in data transmission, encryption and decryption of data is
performed using general version of substitution ciphering. To carry out multiple character
substitution ciphering, paly fair technique is used. The security mechanism used here for
encryption and decryption is very simple, adversaries may easily compromise the node.
The asymmetric key cryptography is being used recently to overcome the disadvantages of
symmetric key management [23]. One of finest approach in asymmetric scheme to provide
security as well as efficiency in data transmission with the help of digital signature scheme,
where binding between public key and ID of signer is obtained using digital-certificate [24].
The IBS [25] is based on identity based cryptography where nodes identity information is
used to derive public keys.

Carman [26] has combined benefits of IBS and key pre-

distribution in WSN that were appeared in [27], [28] and [29]. IBOOS scheme is introduced
[30], to reduce the cost of computation and cost of storage compared to IBS scheme. IBOOS
is an effective key management approach, where keys are pre-distributed in offline execution
and in online, keys are sent during communication [31] and [32].

III.

SYSTEM DESCRIPTION AND PROTOCOL OPERATIONS

The following topics, deals with Architecture, Security Assumptions, and purposes of the
system.

A.

Architecture
CWSN consists of a static BS as well as homogenous collection of sensor nodes.

Considering the base station as BS is consistent and acts as Trusted Authority (TA). The
nodes in a sensor network may compromise by intruders and may affect the data
JARDCS
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transmission. In CWSN, each cluster holds set of nodes which were managed by CH and CH
is designated based on energy level of node. All leaf nods join to the cluster and forwards
recognized data to CH. Then, CH gathers the data from the different nodes and transmits to
BS.
In CWSN, Data Collection, Data Processing and Transmission process consumes energy
of a sensor node. Energy required to transmit the data is more than the processing the data.
The CH is responsible for aggregating the data collected from different sensor nodes in the
cluster and forwards it to BS [1] [6]. In order to save the battery life, Node enters to sleep
state, when sensor node does not have any things to sense or transmit the data. In this paper,
IBDS and EIBDS are designed for CWSNs. Since, CH monitors all the activities in the
cluster, Energy consumption will be more than the non-CHs. So, at every regular interval of
time, CH is rotated based on the energy level of sensor nodes in the network and all sensor
nodes have an equal chance of acting as CH.

B.

Security Assumptions
The data transmission in WSN, including LEACH were vulnerable to attacks [5]. Attacks

on CHs in CWSN could damage the network because the processing and transmission of
data. If attacker compromises the CH, it can initiate attacks on nodes in the cluster. An
attacker may append unwanted information in WSN, which results in more energy
consumption. LEACH like protocols are stronger against attacks made inside the cluster than
any other protocols in WSNs [33] because CHs are rotated at every interval of time, which
becomes difficult for the attackers to identify the routing information.
The proposed system aims to provide security in data transmission between non-CHs and
CHs as well as CH and BS. Existing protocols to ensure security for CWSNs in [9] [10],
applies private key cryptography which leads to dead node problem. This paper uses ID
based cryptography to guarantee security.

IV.

IDENTITY BASED DIGITAL SIGNATURE (IBDS) FOR CWSNS

IBDS approach contains of four operations, specifically, Set-up Phase, Key Extraction
Phase, Signature Signing and Message Verification phase.
Set-up Phase: Here, The BS generates a master-key (mk) and public-key parameters for
PKG and forwards to every sensor node.
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Key Extraction Phase: With the help of ID and master-key (mk), a sensor node generates a
private-key pkID.
Signature Signing: With Message M, along with timestamp t and validation key 𝜃, the
source node produces Digital Signing Key DSIG.
Message Verification: With ID, M, DSIG, the destination node verifies the message and if
verification success then node accepts the message otherwise rejects.
IBDS scheme consists of initialization of protocol which operates in rounds during
transmission.

A.

Protocol Initialization
In the proposed system, prior to network deployment, a protocol initialization is done

which operates in rounds. Each round consists of a set-up phase and steady-state phase.
Based on TDMA approach, time slots are divided into successive intervals. We use timestamp ts for BS to non-CH, and ti for non-CH to CH communication. To improve security,
Keys are preloaded to all nodes. We use ID||ti as user shared-key [34]. During initialization,
paired private keys are pre-distributed to all the sensor nodes. When node wants to certify
itself with another node, it does not require to get private key in new round.
The processes of key predistribution by BS to all the sensor nodes:
1.To encrypt the data messages, consider a large integer value m and Generate an encryption
key Ek, where Ek∈[m-1]
2.Create pairing parameters (a, b, E/Fp, G , G , e). Select a generator P of G1.
3.Elect two encoding functions: H for point mapping in G1 and h, for mapping arbitrary
inputs to fixed length outputs.
4.Select an arbitrary value r∈Z* as master-key (mk), set as network public-key as
𝑃

= 𝜏𝑃

5.System parameters are loaded in each sensor node
𝑝𝑟𝑚 = (𝐸 , 𝑚, 𝑎, 𝑏, 𝐸 ⁄𝐹 , 𝐺 , 𝐺 , 𝑒, 𝐻, ℎ, 𝑃, 𝜏)

B. Security through Key Establishment
Assume that non-CH node j communicates a message M to CHi, and denoted encrypted
message as Cj which is like IBDS. From [33], based on Discrete Logarithm Problem (DLP),
private parameters are loaded in to nodes during setup. The Proposed EIBDS approach
consists of extraction, online signature setup and message verification operations.
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Key Extraction: Node obtains secret keys from master key mk as
𝑝𝑘 = 𝜏𝐻(𝐼𝐷 ||𝑡 )

(1)

where IDj is the node ID of jth node, and tj is the time stamp of jth node.
Signing Message: Node chooses a arbitrary number αj∈Z* and calculates θj=e(Р,P)αj. Node
calculates as
(2)

𝑐 = 𝒉(𝐶 | 𝒕𝒋 |𝜽 )

𝜎 = 𝑐 𝑝𝑘 + 𝛼 𝑃

Where <𝜎 , 𝑐 > is the signature on the encoded data C. the transmits data as
(3)

< 𝐼𝐷 , 𝒕𝒋 , 𝐶 , 𝜎 , 𝑐 >

Verification: when receiver node receives message, it checks for authenticity of message by
verifying current timestamp 𝑡 and validates message integrity. If validation succeeds, then
node calculates,
𝜃 ′ = 𝑒 𝜎 , 𝑃 𝑒(𝐻(𝐼𝐷 )||𝑡 ), −𝑃

)

(4)

Using 𝑡 , present time interval and 𝜃 ´ which is derived from random ∝, the node
performs mapping from 𝜃 ´ to 𝜃.
𝜃 ′ = 𝑒 𝜎 , 𝑃 𝑒(𝐻(𝐼𝐷 )||𝑡 ), −𝑃

)

(5)

𝜃 ′ = 𝑒 𝜎 , 𝑃 𝑒(𝐻(𝐼𝐷 )||𝑡 ), −𝜏𝑃)
𝜃 ′ = 𝑒 𝑐 𝑝𝑘 + 𝛼𝑃, 𝑃 𝑒(𝐻(𝐼𝐷 )||𝑡 ), −𝜏𝑃)
𝜃 ′ = 𝑒 𝑐 𝑝𝑘 + 𝛼𝑃, 𝑃 𝑒(𝜏𝐻(𝐼𝐷 )||𝑡 ), −𝑃)
𝜃 ′ = (𝑒 𝑝𝑘 , 𝑃
𝜃 ′ = 𝑒 𝑝𝑘 , 𝑃
𝜃 = 𝑒(𝑃, 𝑃)

𝑒(𝑃, 𝑃) )𝑒(𝜏𝐻(𝐼𝐷 )||𝑡 ), 𝑃)
𝑒(𝑃, 𝑃) 𝑒 𝑝𝑘 , 𝑃
=𝜃

If ℎ 𝐶 ∥ 𝑡 ∥ 𝜃 ` = ℎ 𝐶 ∥ 𝑡 ∥ 𝜃 = 𝑐 , then message received is valid and moves otherwise
node treats message as invalid and discards it.
C. Protocol Operation
After initialization phase, IBDS functions in rounds during the communication.
Assuming that, all sensor nodes know the starting and ending time of each round, because of
the time synchronization.

Figure. 2. Set-up and Steady-State Phase Operations
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Figure. 2, which operates like

LEACH. In each round, set-up phase is used for creating clusters using CHs and Steady-state
phase for forwarding message to base station. Here, for every round, time slots are divided
based on TDMA control [5]. Each node forwards received data to CHs. For efficient
utilization of energy, CHs are updated frequently based on the signal level of the node. To
elect CH, an arbitrary node is selected and compares with threshold value.
The operation of IBDS
Set-up Phase
1. The BS broadcast its information to every node in WSN
2. The nominated CHs circulates their information.
3. A non CH joins a cluster of CHi.
4. The CHi circulates the precise message to non-CHs.
Steady-State Phase
5. The non CH node j communicates the collected data to its CHi.
6. A CHi forwards the collected data to the Base Station.
In Step 1, BS broadcasts its ID, a nonce, starting time (Ts) of present round to every node,
used for encrypting and verifying the message.
In Step 2, At each round, based on T(n) value, node is nominated as CH
𝑝

𝑇 (𝑛 ) =

1 − 𝑟 𝑚𝑜𝑑

1
𝑝

.

𝐸
𝐸

( )

∀𝑛 ∈ 𝐺

(8)

( )

𝑇 (𝑛 ) = 0

∀𝑛 ∉ 𝐺

Where 𝑝 - the % of CH is, 𝑟 is the round number, G is set of nodes that have not been elected
as CH for the last 1/p rounds. Each node that has elected itself as a CH for current round
broadcasts a message as an advertisement to all the other non-CH nodes using the same
transmission energy. The non-CH must keep their receiver open to hear the advertisement
from the newly elected CH. The decision to join the CH is done on the advertisement heard
with the largest signal strength is the cluster to whom minimum amount of transmission
energy is required. If it ties than a random CH is selected.
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In Step 3, the non-CH nodes, joins to CH based on signal level of the node. Then, leaf node
communicates with CHi by sending join message, which is concatenated with destination ID
of CH, IDi with IDj, Time Stamp Ts and Digital Signature 𝜎 , 𝑐 .
In Step 4, scheduled message is broadcasted by CHi to all its members.
In Step 5, each leaf node j, transmits encrypted data Cj in a packet < 𝐼𝐷 , 𝑡 , 𝐶 , 𝜎 , > to its
CH.
In Step 6, CH sends collected data to BS without adding signature to it.

V.

ENHANCED IDENTITY BASED DIGITAL SIGNATURE (EIBDS)

Working principle of EIBDS is similar to IBDS, but key establishment phase is differed.
Here, BS does key distribution to each node in WSN during initialization.
1. To encrypt the data messages, generate an encryption key k, where k ∈ [m-1].
2. TA selects random generator g of G and chooses 𝜏 ∈ 𝑍 ∗ and random master key mk,
where G is multiplicative cyclic group.
3. Every node j, select randomly 𝑟 ∈ 𝑍 ∗ for private key generation and choose hash function
H.
4. Load public parameters to every node
𝑝𝑟𝑚1 = (𝑘, 𝑚, 𝐺, 𝑞, 𝑔, 𝐻, 𝑟 , 𝜏)
A. Key Management
Consider a Node j communicates a message M, and encodes message using the
encryption key k from homomorphic encryption scheme [35]. The cipher text of the message
is denoted by C. The Proposed scheme consists of extraction of key, signing the message and
verification of message operations.
Key Extraction: Before signing, Node extracts private key from mk 𝜏 and ID as 𝑝𝑘 =
(𝑅 , 𝑠 ) where
𝑅 =𝑔
𝑠 = 𝑟 + 𝐻 𝑅 , 𝐼𝐷 𝜏 𝑚𝑜𝑑 𝑞

(6)

Offline-Signature Signing: In this phase, Node j produces the offline value < 𝜌 > with
timestamp 𝑡 and stores online signature when message is sent. Offline signature is generated
either by sensor node or by trusted authority.
JARDCS

Special Issue On Engineering and Informatics

592

Journal of Advanced Research in Dynamical and Control Systems

Vol. 9. Sp– 17 / 2017

Consider 𝑋 = 𝑔 , then
𝑔

=𝑔 𝑔

= 𝑅𝑋

(

,

)

)

,

(7)

𝜌 =𝑔

Online-Signature Signing: At the online stage, node j calculates online sign < 𝜎 , 𝑧 >
based on Cj and offline signature 𝜌
ℎ = 𝐻 𝐶 , 𝐼𝐷 ,

(9)

𝑧 = 𝜌 + ℎ 𝑠 𝑚𝑜𝑑 𝑞
𝜎 =𝑔
The node j directs the communication of message to end point with time stamp 𝑡 and
online signature.
< 𝐼𝐷 , 𝑡 , 𝑅 , 𝜎 , 𝑧 , 𝐶 >
Verification: when node receives message, it verifies the authenticity with current time
stamp tj. If timestamp is correct, node verifies the integrity of the message.
The operation of EIBDS for online-offline signing
Setup Phase
1. The BS broadcast its message to every node in clusters
2. A selected CHs transmits their information to all nodes.
3. CH connects a group of CHi.
4. The CHi broadcasts the allocation message.
Steady State Phase
5. The non-CH node j communicates the collected message to its CH i.
6. A CHi forwards the collected data to the Base Station.
B. Protocol Operation
Operation of EIBDS is similar to that of IBDS, which operates in rounds during message
communication, and CHs are elected based on the decision made locally, and CHs will work
without auxiliary data transmission in CH rotations. In each round, set-up phase is used for
creating clusters using CHs and Steady-state phase for forwarding message to base station.
Here, for every round, time slots are divided based on TDMA control [5]. Each node
forwards received data to CHs. For efficient utilization of energy, CHs are updated
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frequently based on the signal level of the node. To elect CH, an arbitrary node is selected
and compares with threshold value.

VI.

FEATURES OF THE PROPOSED SYSTEM

 IBDS and EIBDS approaches are used to provide secure and efficient data communication
for CWSNs with ID based setting, which uses ID information and signature approach for
validation.
 Proposed approaches are used to eliminate dead node problem using asymmetric key
cryptography.
 Proposed approach uses digital signature for verification of the message at receiver side.
 Proposed approaches require less energy consumption by reducing computation and
storage overhead.
 Since the computation and overhead is less, The EIBDS best suits for node-to-node
communication.
 In EIBDS, the offline signature is executed by CH sensor nodes, which does not have
sensed data for signing. It will be helpful because non-CH nodes do not need additional
communication for renewing the signatures.
 Proposed approaches provide better attack resilience against active attacks, passive attacks
and node compromising attacks.

VII. SIMULATION RESULTS
We implement the proposed system in NS-2 simulator. To assess the energy consumption
of the sensor nodes, four metrics were used to determine the performance such as Throughput,
End-to-End Delay, Packet Loss and Energy consumption. Comparison of proposed system is
carried through LEACH protocol.
Packet Delivery Ratio: The result in Figure. 3 shows that IBDS and EIBDS possess better
Packet Delivery ratio compared to LEACH [5]. The proposed approaches follow a digital
signature algorithm which has less storage overhead and low energy consumption. Moreover,
usage of digital signature approach involves Extraction, Signature Signing and Verification
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Special Issue On Engineering and Informatics

594

Journal of Advanced Research in Dynamical and Control Systems

Vol. 9. Sp– 17 / 2017

which ensures authentication of the node and enhances security of the message. Hence,
proposed IBDS and EIBDS provides better Packet delivery ratio than existing approach.

Figure 3. Analysis of Packet Delivery Ratio

End-to-End Delay: Although delay factor essentially represents time attributed in data
aggregation process, but it is one of the suitable parameter to judge whether the computation
of proposed IBDS and EIBDS approach results in any delay in communication. The
proposed approaches reduce end to end delay of packets by using asymmetric key
management technique and digital signature algorithm for encryption and decryption
(verification). The resultant graph in Figure 4 shows the comparison of end to end delay
between existing approach and proposed approaches.

Figure 4. Analysis of End-to-End Delay

Packet Loss: The outcome in Figure 5 shows that proposed IBDS and EIBDS has lower
packet loss compared to LEACH. The proposed system operates in 2 phases, where setup
phase is used for signature generation using timestamp and node IDs. The steady state phase
uses different timestamps, one for securing inner communication in cluster and another
timestamp used for signature signing securing data transmission between CHs to BS. The
proposed approaches reduce packet loss compared to existing approach.
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Special Issue On Engineering and Informatics

595

Journal of Advanced Research in Dynamical and Control Systems

Vol. 9. Sp– 17 / 2017

Figure. 5. Analysis of Packet Loss

Energy Consumption: Energy Consumption of the proposed approach shown in Figure 6 is
less compared to existing approach LEACH. In the proposed IBDS and EIBDS, operation is
divided by rounds and CHs are rotated frequently based on the threshold value. The
proposed approaches consume less energy compared to that of existing approach.

Figure.6. Analysis of Energy Consumption

VIII. CONCLUSION
This paper identifies that key formation plays a critical part in the principle of
cryptosystem. The deficiencies of private key cryptography to provide secure data
transmission has been addressed. It should be light weight and should be capable of
maintaining better balance between security standards and communication performance. It
was found that achieving potential security standards with best communication performance
is still a gap to be bridged. Hence, a new framework called as IBDS and EIBDS were
introduced to ensure secure and efficient data transmission for Cluster Wireless Sensor
Networks. The proposed IBDS and EIBDS are more efficient in providing secure
communication in CWSNs by applying digital signature to messages as well as overcomes
the problem of orphan-node with asymmetric key management. To further reduce the
JARDCS
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computational overhead, and to enhance system performance, EIBDS has been proposed. The
results obtained from simulation shows that proposed approaches have better performance
compare to existing approach LEACH.
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